Abstract -There is a new approach to determine the degree of cryptographic S-boxes suitability. This approach is based on estimating the number of transformation cycles required for a cipher to achieve differential and linear nature of the state typical for random substitution of the appropriate degree. The paper presents the results of experiments to determine the differential and linear indicators of the Heys cipher (a cipher with a weak linear transformation) and a reduced model of the Rijndael cipher (the cipher with a strong linear transformation), using nibble S-boxes with different values of the XOR table differences maxima and linear approximations table displacements. It is demonstrated that, contrary to widely-known approach that links cipher performance indicators with strength indicators of substitutions that they use, the resistance to cipher attacks by means of linear and differential cryptanalysis (maximum differential and linear probabilities) does not depend on S-boxes used. It is concluded that random substitutions can be used as the Sblock designs without compromising the performance of cryptographic ciphers. It means that the search for Sboxes with high encryption performance (at least for ciphers with strong linear transformations) is an unpromising task. At the same time it is shown that a good cipher can not be built without a nonlinear transformation. S-boxes (non-trivial type) are essential and necessary elements of an effective cryptographic transformation, ensuring the operation of the nonlinear mixing of input data blocks bit segments.
I. INTRODUCTION
The most advanced conventional key cryptosystems are based on the idea of producing codes that represent a class of cryptosystems repeating a complex operation that transforms a plaintext in a cipher text. Each repetition (iteration) is known as a cipher cycle. The complex (composite) operation that is run in each cycle is usually a combination of a set of primitive operations, such as shift, a linear transformation, modular addition and substitution. In particular, the idea of Shannon is that a combination of permutation and substitution operations can lead to a cryptographically strong non-linear transformation, if a number of times is enough. Substitution operations in many ciphers appear at the same time as the main element of the cyclic nonlinear transformation (nonlinear element replacement). Therefore significant and even enormous efforts of researchers are focused on the study of approaches to the construction of permutations with high cryptographic performance. This branch of research is one of the most popular in modern cryptographic literature [1-13, and many others].
Nowadays the most developed mathematical apparatus for evaluation of cryptographic properties of nonlinear elements (S-blocks) is the methodology of linear algebra and, in particular, the apparatus of Boolean functions. Its development and application is the subject of many publications. There are some criteria and indicators to assess the properties of both the Boolean (component), Sblock functions, and the properties of S-boxes in general such as: balance of Boolean function, nonlinearity f N , correlation immunity, propagation criteria (strict avalanche criterion) SAC (k), the algebraic degree of a Boolean function ) deg( f , as well as relevant characteristics of the S-boxes: a bit independence criteria (BIC), the criterion of non-linearity, maximum order of strict avalanche criterion (MOSAC), the maximum value of the linear approximation table (LAT),  -smoothness (regularity) XOR-Table of S-box, and many others.
Running the Ukrainian contest for the nomination of candidates for the national standard of a block symmetric encryption as well as work on the analysis and examination of the proposed solutions have stepped up a new wave of interest in the study of properties and indicators of a number of proposed algorithms, including interest in the study and assessment of S-block designs used in construction of new codes.
It is important to emphasize that all known publications determine that mostly the S-boxes affect the performance stability of the cipher. There numerous papers [14-19, and more. etc.] , devoted to the study of indicators of demonstrable strength of block symmetric ciphers, which are considered as maxima average differential and linear probabilities (MADP and MALHP) of multicycle transformations. These figures are expressed in terms of stability of the corresponding values of maximum differential and linear probabilities of the S-boxes used in ciphers.
At the same time, our recent works [20-24, etc .] based on the fact that stability of modern block symmetric ciphers to resist attacks of the linear and the differential cryptanalysis does not depend on S-boxes used (S-boxes of a non-trivial type). This provision is clearly contrary to the concept developed in the literature and therefore requires thorough and convincing evidence. In this work we pose a task of a more thorough and objective study of the significance of cryptographic S-boxes in modern block ciphers.
In the first part we give a brief overview of the theory and practice of substitutions in terms of cryptographic application. In the second part we describe the method of estimating cryptographic properties of S-boxes and propose a new approach to estimate the performance and ability of block symmetric ciphers to resist to attacks of linear and differential cryptanalysis. This analysis is not based on calculation of average values of the differential and linear probability maxima (MADP and MALHP) -it is based on calculation of average values of these probabilities maxima (AMDP and AMLHP). The third part represents results of the research on the role of substitution transformations in the iterative ciphers with weak and strong linear transformations. The results allow establishing independence of cipher durability to attack of linear and differential cryptanalysis from properties of Sboxes.
II. BRIEF ANALYSIS OF THE SUBSTITUTIONS RESEARCH RESULTS REGARDING A CRYTOGRACHIC APPLICATION
We begin with a reference to the thesis [25] which is developed in KNURE and devoted to the methods of formation of random type S-block designs with improved cryptographic performance. In this paper we analyze in some detail a large number of publications in this area, so we just use the findings of the 2nd section of the dissertation, which brings us the following statements:
A. Existing approaches and the methods of constructing S-boxes are targeted primarily at ensuring the minimum values of the maxima of XOR differences DPmax tables and tables of linear approximations LPmax. Significant success has been achieved in this direction. We have implemented the S-block design with limit (theoretically lowest possible) values of the LPmax and DPmax parameters.
B. There is a thorough method for analyzing of the advanced cryptographic parameters (properties) of Boolean functions. Combining these methods we can describe the transformation of S-blocks. We have defined the approaches and rules by which the resulting cryptographic performance of individual Boolean functions in the S-box can be reevaluated in the performance of the transformation in general. Although a number of researches pay great attention to development and application of indicators to assess the cryptographic S-boxes of the mathematical apparatus of Boolean functions, however, the algebraic approach which is used in the construction cipher S-boxes is not determinative. Moreover, S-boxes used in a number of modern ciphers are not the best ones and according to the number of indicators they possess very low cryptographic properties of the constituent Boolean functions.
C. The results represented here show that good Sboxes, as a rule, can be attributed to a number of random permutations, and, apparently, random checking can be included in the selection procedure for substitutions with good cryptographic properties, however, the evidences show that it is computationally very difficult to generate substitutions with high uniformity and with order 256 or more. That's why all the real development of the construction of large (byte) S-boxes is based on methods that can be named regular ones. For example, the paper [25] states that it is more progressive to use individual proposals that are available in publications, in particular, the proposal (reasons), K. Nyberg [26] for the construction of S-boxes. They found further development and practical application in the construction of S-boxes generated in the process of creating many new block symmetric ciphers (Rijndael, Labyrinth, ADE, etc.).
We have already noted in [20-24, etc.] , which substantiates the position that the degree of resistance of modern block symmetric ciphers to attacks of linear cryptanalysis do not depend on differential properties of the S-boxes (except for the degenerate structures).
Most works in this direction are connected with the investigating of reduced to 16-bit input models of large ciphers, which usually uses 4-bit (input and output) Sblocks. It is the use of reduced models of ciphers became the basis for the proposed new approach (new ideology) to the assessment of resistance properties of iterative codes [24] .
In the works mentioned above the cipher strength indicators are estimated using the average values of the differential and linear probabilities (AMDP and AMLHP), which are defined as follows (they are more adequate to the task of comparing with the MADP and MALHP, not to mention the benefits of computing): 
where h 2 is a power of a key set used for encryption.
For more details regarding the definitions and notations see [14] . It is these figures that will be used in this work.
It is worth noting that the 4-bit S-boxes constructions are used while designing modern governmental block symmetric ciphers. It is suffice to mention at least a cipher Serpent, which took the second honored place in the competition AES.
It goes without saying that the study of cryptographic parameters of nibble S-boxes is a subject of many papers. We would like to bring your attention to two publications devoted to the study of nibble S-boxes that have appeared recently.
The publication [27] presents an exhaustive study of all 16! bijective 4-bit S-boxes. In the year 2007 Leander and Poschmann came up with the work presenting a complete picture of the affine equivalence classes. In their paper the authors present the results of further investigations of properties of optimal classes of S-block linear equivalence. In their analysis, they state that the two Sblocks are cryptographically equivalent, if they are isomorphic up to a permutation of the input and output bits and the XOR between input and output is a constant. In their paper the authors describe the list of such equivalence classes, with their differential and linear properties, and note that these classes are equivalent not only with differential and linear properties, but have equivalent algebraic properties: the number of branches and scheme complexity. The authors describe in their labor the "golden" set of S-boxes, which they believe have the perfect cryptographic properties.
In the second paper [28] authors describe quadratic approximation (of the Boolean functions) of a special form and the possibility to apply them in a non-linear cryptanalysis of block ciphers. It is shown that for the four-digit substitutions, which are recommended for using in the S-boxes algorithms GOST 28147-89, DES, and s3DES, that in almost all cases exist more probable (comparing to linear) quadratic relations of a special form for input and output bits of substitutions. It is noted that the majority of the considered S-boxes that are recommended for use in ciphers, there are linear equations exist with describing relation of ciphertext bits, which essentially can be used to solve systems of linear equations that arise in the analysis of ciphers. In this work, however, we are not interested in weakness of S-block designs, but rather in their cryptographic properties in general. In this respect, we can conclude that nibble Sboxes are explored more fully and deeply.
III. METHODOLOGY FOR RESEARCH
The attention of this paper is focused on the Nibble Sboxes used to construct the reduced code models. Here we depart from conventional approaches to assessing indicators of cryptographic S-boxes, and propose a new approach to determining the extent of their cryptographic suitability. This approach is based on estimating the number of cycles of transformation necessary for a cipher to achieve the stationary state, comparable with a random permutation of the corresponding degree. This steady state will be determined by the moment of reaching the minimum value of the maximum cipher table of XOR differences for the entire cipher (total differential) and the minimum value of the maximum displacement of the linear approximation table (LAT), which coincides, as shown by studies with a random permutation, which fits the bit entry size.
The focus will be on cipher models with 16-bit input and output. The moment when a cipher reaches the stationary state will be determined by the number of cycles when the average (among the keys) maximum value of the XOR-difference table is less than 20 (the theoretical maximum value of the differential tables of random permutations with degrees 216 equals 19.5 [29] ). Steady-state value for the maximum displacement of the linear approximations table will be determined by the moment (the number of cycles) when measured maximum displacement of the linear approximations table is less than 900 (the theoretical value of maximum displacement of the linear approximations table of a random permutation with degree 2 16 equals to 750 [30] , i.e. the experimental value will be a bit more than the theoretical value).
Let us explain the choice of such values. Obviously, the empirical estimates of AMDP and AMLHP are random and not exactly equal to the values following from the theoretical distributions of random permutation (respectively 19.5 and 750).
How can we reasonably determine the time for cipher to reach a steady state?
The answer to this question can be obtained by using the method of confidence intervals, which is the method of mathematical statistics, specifically designed for constructing a set of approximate values of unknown parameters of probability distributions [31] . We have already described the essence of this approach in studying the avalanche properties of cipher GOST [33] .
In accordance with the approach [32] described above, using the confidence level based on Student's distribution table [30] for given values and n = 30 (key size in our experiments), as well as the values of the dispersion distribution of differential XOR conversion table of random permutations in the form of the Poisson law [31] :
with parameter 
In our experiments we will fix the getting into the confidence interval on the one hand in the form of inequality 20 ) ,
. While evaluating the properties of linear ciphers (reduced versions) we will take as basis the approximation of the law of displacements of linear approximations of the tables in the form of the normal law [33] : (6) and, consequently, the confidence interval is determined by the boundary values:
These actual measurements for small codes, as we will see, will give higher average values of maximum displacement compared with the theoretical, so in this case we should take a one-sided boundary in the form of verification of comparatively overvalued inequality 900 ) , ( max     as a confidence interval. It is important that these figures can be verified (estimated) basing on the use of small models, codes, use of which, as noted above, became the basis for implementing a new methodology for assessing the performance of demonstrable resistance of block symmetric ciphers [24] . We shall not repeat the results of the experiments with small models of different codes, which have already been shown many times.
Hereinafter we will consider two models (two types) ciphers. The first model will demonstrate (describe) a cipher with a weak linear transformation (avalanche factor equal to 3 in average), and the second -with a strong linear transformation (avalanche factor 5).
As a universal model of ciphers with weak linear transformation we will use 16-bit code, as proposed in the work of Professor Heys [34] . This is a cipher with substitution-permutation network structure (SPN), which is shown in Figure 1 (note that we count Feistel-like ciphers DES and GOST as the ciphers with weak linear transformation). Operations performed in this cipher are largely similar to those used in the cipher DES. Many modern ciphers, including Rijndael are based on this scheme.
As we can see from the scheme of Figure 1 , the input of the algorithm comes with 16-bit block of input text. This block is processed by repeating four cycles consisting of elementary operations: replacement, rearrangement and addition of bits with the key.
According to the algorithm in each cycle of the input 16-bit block of data is divided into four sub-blocks, each of which goes to the corresponding inputs block of replacement (S-units engaged in the replacement of four input bits for four output bits).
The linear transformation in each cycle carries a simple bits rearrangement of 4-bit output blocks of replacement (weak linear transformation). It is represented as a form of permutation, shown in Table I . To add a key (or a sub-key) the cipher uses a simple bit-operation of addition modulo 2 (XOR). In addition to cyclic sub-keys the algorithm processes an additional adding of key bits of the output bits of the previous cycle. This is traditionally done to complicate the encryption algorithm analysis. Sub-key for each cycle of transformation usually used in the encryption algorithms is extracted from the master key (master key). experiments, bits of sub-keys are generated independently and are not related to each other (although, as the experiments show, it does not matter).
As a cipher with a strong linear transformation we will take the reduced 16-bit input Rijndael cipher design. In this case, in all experiments with the cyclic transformations of the cipher four identical Nibble substitution (S-block) will be used, the outputs of which (set of four values of the output nibble of four S-boxes B = (b 0 , b 1 , b 2 , b 3 ) ) will be processed with MixColumns operation using the entire text. The result of a linear transformation in this case is a 16-bit vector С = (с 0 , с 1 , с 2 , с 3 ), determined using the matrix multiplication:
The operation of matrix multiplication is performed in GF( 2 4 ) field (the matrix elements are the elements of the GF( 2 4 ) field). With this construction, the linear transformation operation ShiftRows is not required. Practically we can get the last construction from the Heys cipher replacing the linear transformation with a matrix transformation [35] .
IV. RESULTS AND INTERPRETATION
The first series of experiments was performed using the Heys cipher. The modifications we made in the original proposal [34] concluded that we have made the number of cyclic changes variable, and most importantly -we used in this cipher the substitutions of different types, taken from the above-mentioned works [27, 28] . Table II illustrates the results of experiments performed with the use of Heys cipher and substitutions from the list presented in [28] . It includes the substitution of the books, A.G. Rostovtsev and E.B. Mahovenko [36] , which shows a series of extreme four-digit permutations S 1 ,…,S 10 , recommended for S-boxes of GOST 28147-89 standard (in Table II , these substitutions are serial numbers 1-10). It is noted that in each such substitution by multiplying it by affine substitution we can obtain a whole class of extreme permutations. They were chosen so as to maximize the cipher strength to the methods of linear and differential cryptanalysis. Substitution S 11 (with number 11 in Table II) , as noted in [28] , is taken from the book B. Schneier [37] , which presents eight four-digit permutations, used in the encryption method in the application for the Standard Bank of Russia, as well as in the one-way hash function GOST.11-Standard.
The paper [28] describes 32 substitutions in the Sboxes of the modified algorithm s 3 DES [38] , considered to be resistant to the methods of differential and linear cryptanalysis. It is noted that, among these, only seven substitutions (the substitutions S 12 , …, S 18 ) have nonlinearity NL = 4. They are presented in Table 2 , with the numbers 12-18 accordingly.
As seen from the results for all variants involved in ciphers S-boxes (except the 14th) all ciphers for the first nine cycles of change have time to become random substitutions. We note here that the first eleven substitutions have values of  -uniformity (maximum value of the conversion of the XOR difference table) equal to the minimum possible value which equals 4, and the rest have a value of  -uniformity equal 8.Substitution at number 14 stands out by the differential performance from the overall list. It also came to the stationary state, but it turned out to be the asymptotic value of 24. Analysis has shown that this substitution apparently got into a list of [28] by mistake. According to our estimates it is related to the permutations of the degenerate type (has a value of nonlinearity parameter equal to zero). Table III illustrates the results of experiments performed using a cipher described on the Figure 1 and substitution of [27] (substitution of the Serpent cipher and from cipher Serpent and golden substitutions. As can be seen from the results presented in the table, in this case, the substitutions from the Serpent cipher repeat the properties of the golden substitution [27] (which are the substitution of the same class). Note that the substitution at number 14 and in this case indicates the practical unsuitability for the construction of encryption conversion. We will discuss in more detail the 14th, and the other weak substitutions later.
Further results are devoted to the analysis of differential and linear properties of the cipher (reduced models), when they use a strong linear transformation. Tables VI and VII [27] [28] Substitutions from [27 -29] The number of encryption cycles The presented results show that almost regardless of the structures of the used S-boxes, all the cipher variants for three or four cycles come to an asymptotic value of the maximum total differential, being equal to the theoretical value obtained for a random permutation [29] .
A strong linear transformation almost smoothed the differences in the results Finally, in the third series of experiments we estimate the differential and linear properties of the cipher, using randomly generated substitutions. The results of these experiments are presented in Table VIII  and Table IX (Table VIII illustrates the differential  properties, and Table IX illustrates the linear properties).
According to the results from Table VIII and Table IX , we can conclude that the random S-boxes demonstrate the indicators that are just as good indicators of the previously discussed S-boxes (and perfect, too).
Note that the results from Table VIII obtained by  averaging over 30 different keys, and for Table IX the results are obtained using a single key. The keys are generated randomly. It remains to note that these same results can be supported with the numerous other publications [23, 24 and etc.] which describe a new methodology for assessing the strength of block symmetric ciphers to attacks of differential and linear cryptanalysis.
The results of experiments performed in the present study showed that the properties (difference) of the substitutions can be felt (seen) only in ciphers with a bad (ineffective) diffusion layer. Ciphers with good diffusion layer just do not feel the difference! The difference, if it exists, is shows itself in the number of cycles required for cipher to come to steady state. But the difference in the worst of cases reaches a maximum equal to three cycles.
In this stage we can note that the same conclusion we reached in the study of large codes.
Experiments with them also fully confirmed the initial hypothesis on the convergence of codes with the number of cycles to the properties of random substitution of the same degree [39, 40] .
A few words about so-called degenerate substitutions. Experiments show that the degenerate substitutions should be attributed primarily to the substitution of nonlinearity parameters equal to zero (the maximum displacement of the LAT equal to 2 n1 ). In Table X and  Table XI Table I and Table III at number 14, and the specially generated substitution of [22] (with the nonlinearity exponent equal to zero). We are concluding this long discussion of the degenerate substitutions. 
VI. CONCLUSIONS
There are quite a lot of well-known S-box structures, designed and used in a variety of ciphers (S-boxes that are built using the apparatus of Boolean functions, Sboxes, constructed on the basis of a deterministic type of transformation, random permutations, constructed using different criteria, S-boxes selected by exhaustive search according to certain criteria, and other structures). As we can see from the results, you can see the difference between the S-blocks only when used in a cyclic transformation of a cipher with a weak linear transformation (like in DES or Heys ciphers). This weakness shows itself in the increased number of cycles of encryption required to achieve steady-state, which is defined as the time from which the laws of XOR table distribution and table of linear approximations begin to repeat the relevant laws of probability distribution of a random permutation. Next, we present an analysis of the dynamic properties of the Heys cipher for Nibble S-boxes (cipher with a weak linear transformation), which are concentrated around the following statements:
 the most effective S-boxes, called ideal in the [28] .
For them, the minimum number of cycles required for the Heys cipher to achieve a steady state with differential parameters is equal to 6 (for linear parameter it is even 5);  all the other S-boxes of a special type from [28 and others], as well as the S-boxes of deterministic and random type have a dynamic performance of coming to a steady state, varied considerably (from 6 to 9 or more cycles);  S-boxes, which were used while design modern ciphers, aimed at ensuring the minimum of values of delta-uniformity and the maximum attainable values of the nonlinearity (S-boxes constructed by the ideas of K. Nyberg: S-block of AES, Camellia, Labyrinth, ADE, etc.), in terms of dynamic properties have quite low performance;
Good linear transformation (a transformation with a high branching factor) eliminates the difference between the S-boxes (of a non-trivial type). All known S-boxes used in the ciphers, show almost the same value performance indicator (the number of cycles to achieve a steady state output equal to 3-4).
In general, if we talk about the asymptotic values of the maxima of the differentials and linear hulls (calculated with the full set of enciphering conversions) determining stability performance by modern standards, then for almost all known ciphers, they (values) do not depend on the properties of S-blocks used. This fact leads to an important conclusion for cryptography that seeking Sblock constructions with improved cryptographic performance is not a prospective task and it is the intensively developing direction of cryptography has no future. To be more precise, those are cipher with a strong linear transformation. For a cipher with an inefficient linear transformation the problem of finding better Sblock structures remains relevant, but we must accept the fact that the cipher with an inefficient linear transformation will always be significantly (three or more cycles) worse in terms of dynamics of the transition to the stationary state required for a cipher with a strong cipher a linear transformation. Moreover, for the cipher with an inefficient linear transformation the S-blocks may be such that the cipher will have an overextended period of transition to the stationary state, as it turned out, for example, for cipher DES when it took 13 cycles to obtain differential characteristic significantly more plausible than it follows from theoretical calculations for the random substitution.
At the same time, the S-blocks are necessary and essential part of effective encryption with the main importance being one of the main functions of encryption procedures -a nonlinear entanglement of bit outputs, with the main importance is the property of chaotic nonlinear conversion, which is shown mostly in a random change of bit positions in its output. sequential execution of several of these conversions is practically independent regardless the specific type of the initial non-linear conversion (of a non-trivial type) we face a statistical balancing of effects from the impacts of each of the input bits, which results in a homogeneous (stationary) distribution for each transition of the input difference ∆X in the output difference ∆Y. The blocks of nonlinear substitutions (S-blocks) only affect the dynamics of the transition to stationary states, attributable of random permutations of a corresponding degree. Thus, S-blocks are an essential component of modern iterative ciphers. This is one of the simplest mechanisms of introduction of non-linearity in the cryptographic transformation, although implementing a nonlinear transformation is possible without the S-block designs (such as in the code ThreeFish). But in this case, the non-linear transformation can be interpreted as the corresponding S-box. Removal of non-linear transformation (or its low efficiency) destroys one of the essential mechanisms of random mixing implemented by a cipher.
It should be noted that the nonlinear substitution transformations play an important role in the formation of mechanism of random mixing. They (S-blocks) are themselves a source of random permutations of bits of input data blocks. And without the introduction of random component, set by the cyclic sub-keys , the product of substitution transformation leads to the random resulting substitutive transformation (the distribution laws of transitions XOR tables and the tables shifting of linear approximations repeat the corresponding laws of distributions of random permutation), regardless of the initial permutation conversion (not trivial type). Dew to this mechanism (it can be said of the law of nature) a cycle reaches the steady state which involves increasing a number of cycles. Further increase in a number of cycles does not make in impact on the cipher performance durability.
Another fact revealed during the experiments: a good substitutions including ideal ones are not devoid of identical transitions (fixed points). Moreover substitutions, with up to 6 fixed points (in our experiments) are more suitable for cryptographic applications.
No doubt that similar conclusion will be true for higher degree substitutions.
